CYBER EPQ

Examination Board: ClISec
Qualification: Level 3 (1 year course)

Why study Cyber EPQ?
Explore the digital frontier.

The Cyber EPQ allows you to investigate topics in
cybersecurity, digital systems, or IT, combining research
and practical problem-solving. You’ll develop analytical,
technical, and project management skills while working on
a topic that reflects your interests in computing and digital
technology.

What will | study?

The course includes 10 Core Compulsory Modules and 3
Specialist Modules. At least one of the specialist modules
must be completed.

The Core Modules are:

Introduction to Cyber Security

The History of Computing & Cryptography
Cybercrime

Risk Assessment, Management & Governance (part 1)
Risk Assessment, Management & Governance (part 2)
Security Testing & Vulnerability Assessment

Digital Forensics

Incident Response Management
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Identity & Access Management (Authentication,
Authorisation & Accountability)

10. Security Audit, Compliance and Assurance
The Specialist Modules are:

11. Pentesting
12. Software Security and Architecture

13. Human Aspects of Cyber Security (specialist topic)

Like all EPQ content, this relies on you being self-motivated
and engaged with the topic, though this has content
provided for study rather than being something for you to
explore independently. The majority of the work is online.
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Where could Cyber EPQ lead in the future?

Careers in cybersecurity, IT, digital consultancy, coding, or
research. Supports further study in computer science,
cyber security, and technology-focused degrees.

What subject combinations work well alongside
Cyber EPQ?

Pairs well with: Mathematics, Physics, or Media. Focuses
on cybersecurity and digital systems. Supports careers or
study in IT, computing, or digital technology.

SUBJECT ENTRY
GUIDANCE

An interest in Computer Science and IT is
recommended.

As an enhanced version of a standard Extended
Project Qualification (EPQ), the Cyber EPQ is
designed to prepare students for further study
or careers in the cyber industry.
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